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TURING AWARD LECTURE

Reflections on Trusting Trust

To what extent should one trust a statement that a program is free of Trojan
horses? Perhaps it is more important to trust the people who wrote the
software.

Ken ThompsonfE1983E K R X5 (Reflections on

Trusting Trust)F DA —ME LK CHiFERAH], FBHIETE
Rt AR A ) 22 22 1) R A AR AR

KEN THOMPSON

https://users.ece.cmu.edu/~ganger/712.fall02/papers/p761-thompson.pdf



panies that employ people like me.) No amount of
source-level verification or scrutiny will protect you
from using untrusted code. In demonstrating the possi-
bility of this kind of attack, I picked on the C compiler.
I could have picked on any program-handling program
such as an assembler, a loader, or even hardware mi-
crocode. As the level of program gets lower, these bugs
will be harder and harder to detect. A well-installed
microcode bug will be almost impossible to detect.
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